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REVISION HISTORY

This document will continue to evolve as existing sections change and new information is added. All updates appear in the following
table:

DATE WHAT'S CHANGED NOTES

NOV 2020 Embargoed Country Blocking Updated list of embargoed countries

JUN 2020 Initial Document Creation

INTRODUCTION

Akamai is a content delivery network that primarily acts as a proxy between the browser (other clients) and the Oracle CPQ Site
(origin server). When a browser makes a request to the Oracle CPQ site, the request is routed through Akamai servers (edge servers)
that sit between the origin server and the end user. This routing helps cache and serve the content based on the property setup in
Akamai.

This document provides an overview of how to configure Oracle CPQ for use with Akamai. This integration was introduced by Oracle
CPQ release 19D. It is intended solely to help you assess the business benefits of upgrading to 19D and to plan your IT projects

Considerations

Implementing this functionality requires the skills of an experienced Akamai administrator. Oracle does not warranty any of the
included code snippets; Oracle cannot certify these against future versions of Akamai or Oracle CPQ.

As with all changes to your CPQ application and associated integrations, administrators are strongly encouraged to work in a
sandbox/test site prior to making any changes to a production environment. Any changes should be thoroughly documented and
commented to enable future changes or troubleshooting.

Akamai Reference Links

Akamai Control Center: https://control.akamai.com

Akamai Documentation: https://learn.akamai.com

Prerequisites
The following are the prerequisites to perform the Oracle CPQ and Akamai integration:
e Current customer contract with Oracle for CPQ.

e Oracle CPQ Site must have a vanity domain. This should be a domain that matches one owned by the customer. So, instead
of megacorp.bigmachines.com, it can be cpg.megacorp.com. This will route all customer domain requests to Akamai edge.

e SSL certificate for your company’s online presence. Identify the point of contact in your organization who manages the SSL
certificate for your company’s online presence. This point-of-contact will need to provide information from the SSL certificate
during this process.

e Current customer contract with Akamai including:
— Access to Akamai Control Center associated with Akamai account
— Access to provision certificates

— Access to create Akamai property
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SETUP OVERVIEW

The setup activities are organized into the following areas within this document:
1. Certificate Provisioning
2. CPQ Application Setup
3. Akamai Property Template Setup
4. DNS Change

The following diagram shows the typical flow for integrating Akamai for a new customer.

Certificate CPQ Application Akamai Property DNS Changes

Provisioning Setup Setup

The first step is to create a new SSL Certificate. This usually takes time as the Certificate Signing Request (CSR) needs to be generated
and approved by the Certificate Authority (CA). Once the certificates are provisioned, then CPQ Application Setup needs to be
performed. Once the CPQ site is ready then Akamai property needs to be configured, tested, and deployed to the production
network. The final step to taking this live is to make the DNS Changes.

Note: Akamai may alter its administration interfaces from those represented in this document. However, even with an
interface change, the goals documented in these steps remain the same.
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CERTIFICATE PROVISIONING

In the Akamai Control Center menu, navigate to Certificates.

Q

Your services

Focus: All

= Gkamai

Focus

All v

Certificates

1. Click Create New Certificate. The Step 1: Select Validation Type page opens.

CPs ]
a —*@
In Progeess () 0 Active (1] Dvafts [0} [ T
Common name (SAM count) Siot Canticate Typa Stagieg Metwork  Production Metwork  Alwarys test on Actions
Stagieg bafore
Seployment

2. Select Organization Validation (OV) under Akamai Managed Certificate.

€ Setect validation Typs
Fow you want the Cortfcate Authorly (CA) o validabe your roguest for a cerificate ard verify your identity. You cannol change this afier B corificate has boen
oroabed

Akamad Managed Certificate S -Managed Cortiflcate Contract; G- 204 L
-OR- e
& Deganizaton Valdason {OV]
What are the different valilation types?
Akarmal Managed Certiflcates

3. Click Next. The Step 2: Select Certificate Settings page opens.
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4. Select Subject Alternative Names (SAN) for Certificate Type.

9 Select Certificate Settings

Certificate Type ® Subject Alternathes Names (SAN)
Single
Wikdcard

™~

Select the type of corlificale and the centificate authority that will be used for this cortficate. You cannct chango this afler the cortificats has beoen croabed

What are the different types of cenificate?

SAM cortficate: Uses Sublect AJ L]

Mamas and a o 10 SBcUrE up

Rostname weth g

s DV cortificale.
,»i. i OV and EV cerlificatos
from Symantec. If you want o use a different
CA, you nedd 10 create a third-party

oot fcate

Laaim masng

5. Click Next. The Step 3: Enter Certificate Information page opens.

6. Using the SSL certificate for your organization's online presence as a reference, enter the following:

¢ Common Name (CN)
e  SANs (optional)
e Company Information

a Erter Cartificats Information

~

Common Mame [CH)

Skip CH FQDH Validation

~

SANs (opticnal)

~

Company Infermation

Cloar All

Thia hoatnames and crganization information o ba included in the carificale Baued by the Cenificals Authority

What do | enber for comman nama (CH)7
Enter the common name (CH) you want fo
usae for the cortificaie in the Common Nama
fakl, The comaarry erared in e Comoarny
nforrmation fak ,:l_.u_'. tha hasgal

""‘--'.'j'_':'lls

""'-...J

< Cuslom data in b,
<ON) In these ca
this cption. The CH field

What is a BANT
A SAN 3 a8 Subject A

fiskd allcrws you 10 anbat Al
hoatnarmes thas i Uing this
oarificel “Mg
sailiciation I8 ..
i

What do | enter for company name?

Enbar theiy ra e of i Sompaiy oF

What do | anter for main business phone
rasmiber T
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7. Verify that the information matches the reference SSL certificate exactly then click Next. The Step 4: Enter Company
Information page opens.

8. Accept the default for Company Information, if applicable, and click Next. The Step 5: Enter Contact Information page opens.

a Enter Company Information

ortificaly Bsusd by the Cariicate Autharity.

Company Information Same as cerificab company infermation

Ligal mamed and contact information for the compary that is requesting this cedificaba, For OV and EV carificates, this information will apodar in th

- - |

9. Enter the following information:

¢ Administrator Contact Information
e Akamai Technical Contact Information

Note: Contact Akamai for the technical contact associated with your account.

@ Erer Contact imformation

Tha corimc! imlormation ior Pe peciis w0 are resporabis by manegeg 8nd =ertsrieyg Ta oordions

Adminmitrator Contact Information

First Mama
Last Mamg
[ il Addesas

Main Rutineas Frons

Company [ Sare v corvicats compary Fformaon

wy fonkd B B Auders s ke ptor Cordect Y

Pt e | wrvier Sow Ehep rulin bsanas s
jptiore musber?

Abaemad Techescal Contect bformaton

First Mame

Laat Mama

Trrail Aodress

Phoes Nusmites

10. Click Next. The Step 6: Select Network Settings page opens.
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1. Accept the defaults for the following:

e Deployment Network
e Geographical Deployment
e SNI-Only

ﬂ- Solect Network Settings

cortificate has been crealsd

Deployment Network Standard TLS

& Enhanced TLS

Geographical Deployment & Excludes China & Rusaia

SNi-Only = On <l

Oof

Thesa satlings allow you o spacfy how your cerificals deploys 1o the Akamai Secure CON, mosl cannol be changed afler the

Hew do the depleymant networks differ?
Standard TLS: Provides a rich set of TLS
and HTTPS funclichality architectsd o
provida high-parformancs, and massively
scalable delivery of media assets and website
conbant using customar brandad camscales

What ks SNI-Only?

Sarver Nama Indication (ShiLis an axtension
of tha Tranapor Las
ngbworkings

oo (2

12. Click Review.

13. Review the data and then click Submit. Once submitted, you receive a confirmation message.

) CPS > Creale New Certificate

Success!

Youwr ceflicate request has been successhlly submitted

Mext Steps

-A for signaing. The CA
¥YWhois and call the admn ¢

few days to recene the signed ce

CPS is generating a cen
L

b #y weibor
b0 verify t

priificate

ficate signing request (CSR), and wi

x

gend i to the

Il compare the information on the cedtificate to data in

equast. it may take a
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14. Click Done.

Status updates for the certificate throughout the process will be sent via email.

| From o-ne-eeply <ai-ne-repiyiatamalooms 1 | 5 aeply W Bepli A1 ¢ b Porwand &) Aective ﬁ Jarik B it Mo =
. Cartfzale Nolf calon far cpg-rarpros otecls sorre New nider §barbed B4R, 168 PN

o et SeareiPa kBl S0 e s i Ty U, Gom T e BAOr PO LM At iR dridhu e orate. corro i, oot pd iuirna £ « el er LTt W
BT O « BT 2T T, RS O« TSR o Y, Mgy A O, o Pl BB e O,
EPrC T RO O RCREr B come £

g,
status of your certificate, cpg-monprod.oracle.com, has changed. A new order for the certificate has begun.

Ted By CoALBIl you wid emall or phont call 1o wverify the contents of the certificate reguestl. You sust respond ©o these validatisn reguests from Sysantec for the
ertiticate to Be Lisued,

can check the Latest status of the certificate by legging into the Luna Control Center and from the {onfigure menu selecting Certificate Provisioning System (CPS).

ORACLE CPQ APPLICATION SETUP

In My Oracle Support, log a Technical Service Request (SR) with the instructions: “Please enable Akamai for CPQ environment <your
CPQ environment>."

The SR is routed to the CPQ Operations team, who will deploy a test html file to the CPQ application for testing Akamai connectivity.

Akamai Property Template Setup

A property is a unique file with customizable rules that control how Akamai servers deliver CPQ content, and where caching behavior
is configured.

1. Create a template from the properties home page by navigating to + Create - Property. The New Property page opens.

Property

Alert

Certificate

User

Support case

NRIIF ST

2. Enter cpq_akamai_new_site.template for the Property Name.

New Property beckm b | P

Create a new property to conirol how Akamai edge servers manage traffic to youwr sibe.

Praparty Tyt Progany Manage! »
e o - brel by t] Wi i b binry Prraiimonhd oo Cgeniracy G- DORCEDD
—
= Eshanced AlaSal Pt
Costrm @ O-HOBGEDD = [Beodl Buppon
& Enharcad Saoure Delvery - Contomsr T
Prigey Parrm P T _Pelre_ S0 MO = it Bahinian

= HTTRZ

s Front Bnd Optesinaton
- e

cap T

3. In Property Variables, click Add Variable.
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4. Add COUNTRY_CODE and REGION_CODE variables under Variable Name within the Property Variables section.

v Property Variables o
Add Variable
‘WVariable Mama Inizial Valug Desscription Security Setlimgs
PMUZER COUNTRY_CODE bl v M
PMUSER_ REGION_CODE sl M

Akamai Rule Creation

Note: The following steps walk you through creating rules that are specific to Oracle CPQ environments and continue
from Akamai Property Template Setup.

5. In Property Configuration Settings section, delete any default rules under Default Rule except for Content Compression,

Static Content, and Dynamic Content, as follows:
a. Click on the name of the rule to select it.
b. Click the rule's gear icon.

c. Click Delete.

w PFroperty Configuration Setlings

- E-1 Add Rule W
Image Manager
Defaull Ruie
Enable Seale for Mobile io $erve the best sealable sie
Enable Use Be ype 10 sere Me image fomal 1

Conbent Compressior widths, derfvaive Image quality, and artistic transham

Redirect to HTTFS

Criteria Match Ali

Edit Nams

Delote  il— lg X | pog X | mmviewer X

Sava As User Rule Templale

Duplicate

Submil Fule Templabs

6. Add Redirect to HTTPS and Image Manager by selecting them from the available rules as follows:
a. Click Add Rule.

F23 k-2 Add Rulg

b. (Optional) In the Add new Rule window, type the rule name in Search available rules to filter the list.
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c. Click the rule to select it from the list of available rules.

d. Click Insert Rule.

Add new Ruba L
Rt Mubich (B Ciigar Redirect to HTTPS
Deaimecll Tomplates W Aedrects kom HTTF o HTTFS
Rodirects: requests masds o HTTF o e sama URL on HTTPE, using & 301 Moved Permandnt

redect

7. Add Old IE browsers, Old Mozilla browsers, Disable Chunk for Migration, Pre-WAF, Embargoed Country Blocking,

Splash Assets, Non-Splash, Add UA to Cache Key, and Remove Vary Header by creating them from blank rule templates

as follows:
a. Click Add Rule.
b. Select Blank Rule Template in the Add new Rule window.
c. For each rule, type its name in the field under Blank Rule Template.

d. Click Insert Rule.

Add new Rule

Availabie Rules (by Category) Blank Rule Template
Default Templates » Blank Rule Tempiate

Set criteria and behawiors from scratch, without a template

Disable Chunk for Migration] i cG———————

Adaplive Image Compression

Advanced Cookia Token Based Protection
Allow Specific Referrer Only

Artificially Break Origin Foreard Connection

Audience Segmentation Cloudiet with
SiteSpectl

BREACH Defense (S5L)

Blank Rule Templaie

CORS (Cross Origin Resource Sharing)
Headers

Cache based on browser locale

Cancel

inser Rule
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8. Re-order rules to match the hierarchy below:

Default Rule

L-Content Compression
L-Old IE Browsers
L-Old Mozilla Browsers
LRedirect to HTTPS
L-Dynamic Content
LDisable Chunk for Migration
L-Static Content
LPre-WAF
L-Embargoed Country Blocking
LSplash Assets
-Non-Splash
-Image Manger
L-Add UA to Cache Key
L-Remove Vary Header

— Content Compression
Old |IE browsers
Old Mozilla browsers
Redirect to HTTPS
Dynamic Content
Disable Chunk for Migration
Static Content
— Pre-WAF
— Embargoed Country Blocking
Splash Assets
Non-Splash
Image Manager
— Add UA to Cache Key

Remove Vary Header

To change a rule's position, click and drag the rule a new position and release the rule when its predecessor is highlighted.

Ll
0ld Mozilla browsers

Pre-WAF

Remove Vary Header

Disable Chunk for Migration

‘ Embargoed Country Blocking

Splash Assets

Add UAto Cache Key

To place a rule as a child of another rule, drag it to the right before releasing.

To remove a child from its parent, click the child and drag left.

The child rule name will be indented

Upon release, the parent will display an 'expanded'icon ( -)

Lal
Old Mozilla browsers

Pre-WAF

Remove Vary Header

Disable Chunk for Migration
HENR

Emb

a
B — Embafgoed Country Blocking
u

]

|
O Splash Assets

Non-Splash

I

Add UAto Cache Key
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Akamai Rule Behavior Settings

9. For each rule, you need to define Criteria and Behaviors.

e To specify a Criteria, click Add Match.
e To specify a Behavior, click Add Behavior.
Example Rule 2 J3
Criteria | wasen 4 ﬁ Add Liach
Click on The “Add Match...” butlon b spedfy a criteria
Behaviors T
oh e “Add Beh ttion o 58 aha
e For Behaviors, filter the list by typing in the search field (optional), select a Behavior, and then click Insert Behavior.
il & Belhanaor Tor this Rule X
Allow DELETE
- o . LET @
e To remove a Criteria or Behavior, hover over its block and click (X).

The following are general editing instructions:

]

ox
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e To add a Criteria value, click in its value field.

— If alist of values is available, begin typing to filter the list, then click a value to select it. An informational balloon may be

shown to guide you to expected values.

If
File Exdension A RS of Bl exiensions, with no dols ( . ), For
example, dpg

i o of
al X afl X au X avi M bn ¥ bmp X cab B carb X cct W
doc M der X d M oexe M By M gel M | gif B ogif M| grve M
ni B peg B | pog X B X Egy B ompl X ne X pot W pdl X
swa X oswf B bt M vba M wl2 M oway M| wbmp X wml X
xpd M xip B oped M BT M GBI M omd B omedi B B M sob M| woll w2
svg ¥ | svgz X | webp B por M| jar M p2 X doc h
doc (new ilem
doo o —

Behaviors

— If nolist of values is available, type the value and click on <value> (new item) in the list to add it.

A list of hostnames, opionally using wildcards
For axample, *.exasple.com malchas

wetw, txamnle . com afdl static.example.com

docx new tom) o —

e To delete a value, click on the (X) to delete it.

e To re-order Behaviors, click and drag the behavior's block to move it.
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DEFAULT RULE

Default Rule is applied to all requests, depending upon the Akamai contract.

Set indicated values for the following behaviors, adding any as necessary. Other default values for behaviors should be left as-is.

Origin Server

Oracle CPQ with Akamai Integration Guide

Send True Client IP Header: Yes
Verification Settings: Choose Your Own

Match CN/SAN To: *.bigmachines.com (Delete any other values)

Origin Server Hostname: Enter the CPQ Application server i.e. myCompany.bigmachines.com

QOrigin Server

Origin Typa

Origin Server Hostname
{variable support)

Forward Host Headar
Cache Key Hostnama

Supports Gzip
Compression

Send Trua Client IP Headar

True Client IP Haader
Narma

Allow Clients To Set True
Client IP Headar

Your Origin

Crigin Hostname

Incoming Host Header

Trua-Chant-1P

Origin S5L Certificate Verification

Verification Settings

Use SNI TLS Extension

Match CHNISAN To

Trust

Akamai-managed
Cartificate Authority Sets

HTTP Port

HTTPS Port

Choose Your Cwn

* bigmachines com X

Akamai-managed Certificate Authorities Sets

Akamai Cerificate Stora

! Disabled

Third Party Certificate Store

80

443

View CA Set

View CA Set

14



Content Provider Code

Content provider codes identify CPQ Site requests for logging, clearing cache etc.
1. Click Create new...
2. Inthe Create a new CP Code window, accept the default name value proposed.

3. Click Create.

Create a new CP Code L

4 your il of 100

Caching
e Caching Option: No Store (default). This will be overridden later in our subsequent configuration.
Caching
Caching Option Mo Store L
SureRoute

SureRoute provides the path to the test object that is used by Akamai edge servers to find the optimized path.

e SureRoute Test Object: Enter /akamai/sureroute-test-object.html

SureRoute
S
Optimization Typa ParfonmEnss b
SureRcute Test Object fakamalsurgrcute-tesi-object himl
Download SureRoute Test Object Hore
Forwand HOST Heador zama Bs incomng HUST haader w
Cache Life for Race 30 = minutes v
Rasulis
Forca SSL Protocol for o
Racis
Racr Resull Koy Race destination (delaull) b

Tiered Distribution and Prefetch Objects

e If present, delete Tiered Distribution and Prefetch Objects behaviors.

Oracle CPQ with Akamai Integration Guide 15



Enhanced Akamai Protocol

e Enhanced Akamai Protocol: Optional, availability depends on the contract. No user settings required.

Enhanced Akamai Protocol

Enhanced Akamal Protecol Enabled

Allow POST

e Allow without Content-Length: Allow

Al POST

Eeharaor

hout Conlent-

d——

Allow DELETE
e Allow Body: Allow

Allow DELETE

Allow PUT

¢ No changes required

Allow PUT

Oracle CPQ with Akamai Integration Guide
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Log Request Details

e LogHost Header: On
¢ Log User-Agent Header: Off
¢ Include Custom Log Field: On

e Custom Log Field: Enter {{user.PMUSER_COUNTRY_CODE}}|{{user.PMUSER_REGION_CODE}}|{{builtin.AK_GHOST_IP}}

Log Request Details
Log Host Header m Ap—
Log Referer Header o
Log User-Agent Header | on —
Log Accept-Language [ on
Hiader .
Cookie Mode Dont log any cookies b
Incluce Cusiom Log Field “ _ /
Cusiom Log Field ffuger PMUSER_COUNTRY_CODEN[user PMUSER_REGION_CODE]H{builtin AK_GE
WikbE SUEpOi

mPulse

e |f present, delete mPulse behavior.

Set Variable

Depending on the contract, you may optionally create two instances for Set Variable.
e Variable: PMUSER_COUNTRY_CODE / PMUSER_REGION_CODE
e Create Value From: Extract

e Get Data From: Edgescape Data

Sel Varable
Vadsble | PMUSER_COUNTRY_CODE _ v
Craate Valus From Extract h -
Gt Data Fram Edgescaps Dua h w
Edgescaps Fipkd Courtry Coda o
Oporaton hone w
Sal Varkable
Varably PMUSER_REGION_CODE _ ~
Croase Value From Exiract _ w
Gt Data From Edgpetcaps Dala _ b
Edgestape Fisid Rusgion Code L
Coprafon M L

Oracle CPQ with Akamai Integration Guide 17



HTTP/2

No user settings required.

HTTP2 i Ernablsd

Chunked Transfer Encoding

No changes required.

Chunked Transfer Encoding

Adaptive Acceleration

Adaptive Acceleration settings are optional. Adaptive Acceleration can improve HTML page load performance by prepositioning
content. When it receives an HTML page request, Adaptive Acceleration augments the response using unobtrusive techniques to
provide content to the browser as needed. This reduces the load and render time for web pages based on information from
navigation and resource timing data.

Beacon Data Source: mPulse

Automatic Server Push: Off

Automatic Preconnect: Off

Automatic Front Preload (mPulse only): Off

Resource Optimizer: On

Adaptive Acceleration

Basson Dabs Souron mPulss W
Ausomatic Sarver Push o
Automatic Preconnect ot
Aatomatic Font Prosoed O

(mPulse only)

Resourcn Opimine m
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COMPRESSION RULE

Content Compression applies GZIP to content sent to the browser for compressible content-types.

Criteria

e Add text/css* to the default list by clicking in the value area and selecting it from the list.

If
Conlend Type ﬂ a x
Responsa haadar valua, bof exampla
taxt/htal
s one of
i b3 apf b
ap
AP
lenbopertype X | fantialf X fonbisol
(oo itesm)
IHUEESET o —
Bel tehorni® wvior
letplain®
_Lﬂmwwmumaum

OLD IE BROWSERS RULE

Old IE Browsers disables last mile compression for old versions of Internet Explorer (IE) browsers.

Criteria

e |f User Agent is one of *MSIE 5*Mac* or *MSIE 4*

User Agent v E  —

is one of b

WSE 5'Mac’ X || 'MSE 4 X d—

Last Mile Acceleration (Gzip Compression)

e Compress Response: Never

Last Mile Acceleration (Gzip Compression)

Compress Response Hever — w
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OLD MOZILLA BROWSERS RULE

Old Mozilla Browsers disables last mile compression for old versions of Mozilla browsers.

Criteria
e [f User Agent is one of *Mozilla/4*
—AND-

e [If User Agent is not one of *(compatible;*

If
v d——
. v
Uozkait' X A —
AND
User Agent v  d——
5 4t one of v  d——
(compuoe: % efu—

Last Mile Acceleration (Gzip Compression)

e Compress Response: Never

Last Mile Acceleration (Gzip Compression)

Compress Response Hever _

Oracle CPQ with Akamai Integration Guide
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REDIRECT TO HTTPS
Redirect to HTTPS redirects HTTP traffic to HTTPS and requires no changes to default values.

If
Request Prolocol W
HTTP ~
Behaviors Add Behavior
Redirect

n The Redirect behavior may be batter sarved by the Edge Redirector Cloudlet, which manages lange numbers
of redirects, and aliows non-IT staff, like those in marketing, to sat up redirects.

Redirect Type Dofiult W
Dastination Protocol HTTPS W
Destnation Hostnama Sama as request L
Dastination Path Sama as request w
Include Cuery String
Rediract Status Code 301 Moved Pemmananthy W

DYNAMIC CONTENT

Dynamic Content bypasses the caching for dynamic content (non-cacheable) and requires no changes to default values.

Response Cacheability b

not B Cacheable v

Downstream Cacheability

Caching Option Fass cacheability headers from grigin

Behaviors Add Behavior

Oracle CPQ with Akamai Integration Guide
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DISABLE CHUNK FOR MIGRATION

Disable Chunk for Migration disables the Accept-Encoding protocol for Migration Download URL's.

Criteria

e [f Path matches one of /migration/receiver*

- AND -

® Request Method is POST
- AND -

e Request Header mReqType is one of catXmlDown

Modify Outgoing Request Header (2 Instances)

e Action: Remove

e Select Header Name: Other...

e Custom Header Name: Accept-Encoding / TE

Modifty Quigoing Request Header

G far blama
Seled] Headad Mame

Lustom Header Nama

Madity Ouigaing Request Header

Select Header Mame

Cuslom Header Name

Oracle CPQ with Akamai Integration Guide
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STATIC CONTENT

Static Content sets the default caching for static file extensions.

Criteria
e C(Criteria requires no changes to default values.

e |f present, remove Prefetch Objects and Prefetchable Object behaviors.

If
f i 1l b
% one of w
o a i N gl X i mp 3 cab c o ] o class M s X
doc M ¥ dd M o M % ogof X gff X | gif X 3% | | heimi ¥ hge M »
ni B jpeg X g X o | mov M X | nc M ¥ opdil X png M X p b
5 1 swi X af W x x x bmp X m X mic X mis X wWmisc X
X L x | p i x x mid X | midi X x 3 wolf X 2 x x
svg M svgz X W W opr M ar X ]

Downstream Cacheability

e Caching Option: Don't send cacheability headers; client browser defaults apply

Downstream Cacheability

Caching
e Caching should require no changes to default values.
Caching
Caching Oplion Ca W
Force Re date v
Mag-ag = i b
Tiered Distribution
e Tiered Distribution should require no changes to default values.
Tiered Distribution
T Distribution Mag & h L

Oracle CPQ with Akamai Integration Guide
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PRE-WAF RULE

Pre-WAF is an optional group of rules forming a firewall-like web application to prevent access from specific countries. It contains no

Criteria or Behaviors itself.

EMBARGOED COUNTRY BLOCKING

Criteria

Criteria : Match Any

e [f User Location Data Country is one of Cuba (CU), North Korea (KP), Syrian Arab Republic (SY), Iran (IR), Venezuela (VE)

-OR -

e Request Header X-Debug-Embargo is one of true

Venezuala (VE)

Modify Outgoing Response Header

e Select Header Name: Other...

e Custom Header Name: X-Debug-Embargo

e Header Value: true

Modify Outgoing Response Header

Select Header Mame Ciher

Custom Header Mama {-Dabug-Emit

Oracle CPQ with Akamai Integration Guide
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SPLASH ASSETS

Criteria

e |f Path matches one of /ak-splash/*

If

Site Failover
e Action: Use alternate hostname on provider network
e Alternate Hostname on Provider Network: embargo.splash.oracle.com

¢ Request Path: Same

Site Fallover
-
f & afemmnale h ame v
Alternale Hosiname on Prowid émbarg plash orade
vierimbiw suppo
Request Path =dImie W

NON-SPLASH ASSETS

Criteria

e |f Path does not match one of /ak-splash/*

B ARt o
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Site Failover

e Action: Use alternate hostname on provider network

e Alternate Hostname on Provider Network: embargo.splash.oracle.com

¢ Request Path: Other
¢ Modified Path: /embargoed.html

¢ Include Query String: No

Site Fallover
A

Lra_r‘ “

Adtian Use aRernale
Altermate Hosname on Prowid
varkable suppeort

Reguest Path

Oracle CPQ with Akamai Integration Guide
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IMAGE MANAGER

The Image Manager provides image optimizations when rendering in the browser and should require no changes to default values.

If
File Edension b d
is one of v
g X |ogif X | jpeg X png X | inmviewer X
Caching
Caching Option Cache
Farce Revalidation of Stale Serve stale ifunable 1o validate
Objeds
Max-age a0 : days W
Image Manager
Image Optimization Settings
Emable m
Seale for Mabile Off
Use Best File Type
Region United States
Traffic Settings
Pristing Images CP Code | | Create new.
The Priztine Images CP Code oplion in Image Manager must not be emply
Darpvative Imageas CP | ] Create new.
Bl The Derivative Images CP Code oplion in Image Manager must not be emply.
Policy Set (API Key)
Policy Set Type | Standard
Policy Set Name (APl Key) Example_Property-10756619

Oracle CPQ with Akamai Integration Guide
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ADD UA TO CACHE KEY

Criteria

e (Criteria: None

Advanced

e Advanced XML: Contact your Akamai representative to add the following XML.

<cache:key.force>
<rule>(*,,X-Akamai-UA-Type X-Akamai-UA-Version,) URL</rule>
<status>on</status>
<allowed-headers>X-Akamai-UA-Type X-Akamai-UA-Version</allowed-headers>
<eccu-purge>off</eccu-purge>

</cache:key.force>

Advanced &

Dascription

Advanced XML <pChackeny foncn s
<pylg(*, X-Akamal-UA-Type X-AkamalkUA-Vemsion, ) URL <>
<statusson</satuss>
salicic-haadarse -Akamai-UA-Typs X-Akamai-LIA-erson < alossd-haosdars>
CROCU-PUNGa-Oliaotu- punges
=lcachakay foroas

Remove Vary Header

Remove Vary Header removes the caching of responses that are dependent on the user-agent.

Criteria

¢ |f Response Header Vary is one of *User-Agent*

If

¢ Remove Vary Header: should require no change to the default value.

Remove Vary Header
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Save the Template Property

The template property is now complete.

1.

Click Save at the top or bottom of the page. An error banner "Save was successful but there are outstanding validation errors
that must be resolved before activating" will be shown.

Click (X) to close the banner.

Click Back to Property.

Property Manager Editor w— | vt P
Example_Property vi

Fda ArSvats
Comgars E Frw Ve A———
» Propeity Verson Inkemato
Ot ben Slahes PLADTRE Ml Dy Bl OB
LIPS ETRAT T I R P : Sokiben. AU
SecurfyOpfoss @ Shandwd TLS ready D) Continct  G-2WIEFED

wced TLS @ Wosjuley Ao
Vi asch Rotes

Akamai Property Clone Setup

Create the property to be used in production by cloning the template.

1.
2.
3.

Oracle CPQ with Akamai Integration Guide

Hover over the property named cpq_akamai_new_site.template in the Property Group page.
Click the gear icon in the Action column.

Click Clone Property. The Clone Property page opens.

Groups . N §
#ly CPQ_NenProd G-2080E00 Type o ~  Staging Production Hostnames -"“N"/
. cpq_skamai_new_sitelempl... - - &
Dalita Propédty

Enter a Property Name. We recommend you use the vanity domain name so that it's easy to correlate.
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5. Click Clone Property. The Property Manager Editor page opens.

6. Click Enhanced TLS for Security Options within the Property Version Information section.

7.

Propnity Tygs

Clone Property

Create a new property by cloning another.

Proporty WManages
Progserty Viersion arsiom 1
Pt i lon Pramss

Coriraey @ G-2090ED0

Propary Nams l

Copy
Hesinamiak T

Marrey sl bo ol least 3 charnciers

Vs

Produchion Skatus
Staging Status
Bl iy Oplang

Wernion Nobew

Property Manager Editor

denl1scy.us.oracla.com wi

v Property Version Information

MALTIVE
MACTIVE
Strddand TUS reasy 00

& Erranced TLS ) d————

[

Prodisct
Sadution
Conirm
Modules

lon Pramisr
Aua
G- 200EDD

Acoess ool

Al M’

Advmrand Doad
AT ralars!
[ R

In Property Hostnames section, click Add. The Step 1: Add Hostnames — Hostnames page opens.

Slatus Proparty Hostnama

v Properly Hostnames

@ Alieast one property hostnams i requinsd

D Add 8 property hostname by clcking Add

Cortificatn

Edge Hostnama

IP Typa

Oracle CPQ with Akamai Integration Guide

8. Enter the vanity domain name in the Add Hostname(s) field.
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9. Click Next. Step 2: Add Hostnames — IP Version page opens.

Add Hostnames x

Hostnarmas

Lisa the standard method of serving traffic through Akamal, whena you specify tha hostnamsa thal you want o serve and CHAME that hostname to am Aksmal edge
hastname that wa provide,

Chaar All

Add Hosbnasma(s ) |

~.

Cancel

10. Select the applicable IP Version.
1. Click Next. The Step 3: Add Hostnames — Certificates page opens.

Add Hostnames ..

2]

IP Yarsian

In most cases, |Pwd + 1P works well undess your ongin application has isswes whon passoed |PvE addnesses. (in logs of Trse=-Client=IP* headars) If you ane not suns
BSH yOUF SySiems admensirator or salec! [Pl

IP Verson P ooty
_— & P + [P (dual stack)

12. Select the vanity domain's certificate in the Select Certificate field.

I Note: Hostname must match the certificate's domain name_exactly.

13. Click Next. The Step 4: Add Hostnames — Edge Hostnames page opens.

Add Hosinames *
Cortificatn
Carircanes. Maiohere A Procasty Hosinames Pordding Corvicaies Winckfatie Carmicanss

T foliowing cirSoates contain ol Fa POy hosINETes you prewously sntened. You Cn Use By of thisss oerifiasies mmedistely wilhoul modilying them

Miodify Existing Certificates Craats Mw Corsfcns

Sabect Coniboany

cpq-nonprod. oracks.com " [ Expres Prodid 500 A
Dot b 7 DT MG VT T T T
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14. Click Submit.

Note: If the edge hostname is not auto-populated, click on the drop-down and select an edge hostname. The

edge hostname should follow the convention <hostname>.edgekey.net where <hostname> is the vanity
domain.

Add Hostnames

Edge Mostnamos

Each proparty hostrama ksted bolow rostes frough the Alamal senar using e odge Rostrama ned 1o/ The adge hostrama is nof visible 1o users accossing
yout wabnite of applcation

Proparty Hostname Edge Hostnama 1P Yarslon

Bisr3=1TBa bigmachings.oom ther3- 1 TGa bagmachings comadeogeioynet [T

Bamac 1 1 / Hovms Por Page: 1%

15. You should see a success message. Click Close.

Success

Success!
T WA Tiou BD0eaaRly SOxifan] Tl [FOpaTy TIPTol ) R POy S SO A0 s mep el O BT, vy Py DR BOgR
rinarras. will go Few whon you scivale your configanation in sher KSaging of produciion
Py aanceatod o progeely hoataren o oew edge bomirarren, remeenler ooogelete yous SRAME record. Ba sure bo bolom e i
. AcTrmie pous CONBQLIETON N pEging B wit Bor DonBeTRATOn T i Mol Gedgpl MDATOR T Pl el DMt
2. Tow! youur coriiguraton.
1. ATt i OPRRrRTN Y e e
4, Changs B CRAME record of your progaety hosinamas 0 poind i B nes sdge Foainamag

importist] Trnfle will Sol e dinecied 16 odge Sorers ol This progery has i Sormpiehs configaration Bcvied 1 Ta (roSucion ervirorrmesl. Do Aol upset yoor
DS recond Befons completing Tons e, Sae Actvating and [dge Foatrames for mons informaion

16. Navigate to the Property Configuration Settings and click Default Rule.

17. Set the Origin Server values as follows:
— Origin Server Hostname: <Oracle CPQ Hostname i.e. myCompany.bigmachines.com>
— Verification Settings: Choose Your Own

— Match CN/SAN To: *.bigmachines.com
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Origin Server

N wviis B il f O Baresd B8 Cariflean Werifeat ailinak B B abanak rhotrindacked thil

A

Crigin Typa Your Crigin v

Origin Senvr Hostnama Ll 1 TH. bagrmach rs: com -—

virakie wappor

Forwarnd Host Heades Oiigin Hostname w
Cache Key Mostname Incoming Host Header w
Suppons Gzip m
Comprassion
Send Trua Cliser IP Heage u
Trua Clist 1P Header Trun-Cligntar
Mama
Aliw Clents To Sel True Mo

Clasrit IP Hiddes

Ovigin 3501 Certificate Verification

Visrfication Sstings Chatss Yiour Own w
Use SN TLS Extansion m
Madch CHNISAN To Chgmachingscom M e
Trrust Akamal-managed Cermficate Authorties Sets v

ARMal-maragid Axgmal Coricatn Sione Wiew CA Sl
Cortficaln Authority Sols

Third Party Camficas Sione Disabiea Wirw CA Sat

18. In the Content Provider Code section, click Create new....

Content Provider Code

Comlanl Provider Code Croate riew,

19. You should see a default name (usually the template name). Click Create.

Create a new CP Coda X

& rou have T4RSS remaining OO COG0S DD YOU AUt your il of 15000

ROl Characiary.

20. Navigate to the Property Configuration Settings and click Image Manager.
21. Click Create new... to create a new Pristine Images CP Code within the Traffic Settings section.

22. Add the suffix —Pristinelmg to the default template name, as specified in step 19.
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23. Click Create.

ﬂ Wou hared 14588 nemaining op codes balor you exhaus] your Bl of 15000

P

o oy daivny SOnECE I MG copied of yox

% O MUSE COMmpietn This KieD bedos BCIvatng T new CF Code on (roducion

Apospt the defaull nama for the new CP Code, oF enfer @ cusiom name. CP Code namas oan be up o 128 alpfanumenic charmolens, But cannot include L
OF FON-PRnabe oA molng.
Mame | LR R SO SCM-PrnamD

chplivapry for this P Code by going 1o Cordgue » Log Deliveny, To aniuns

/

24. Click Create new... to create a new Derivative Images CP Code within the Traffic Settings section.

25. Add the suffix —-DerivedIimg to the default template name specified in step 19.
26. Click Create.

@ You have 14986 remaining cp codes befors you exhaust your limit of 15000,

Accept the default name for the new CP Code, or enter a custom name. CP Code names can be wp 1o 128 alphanumeric characters, but cannot include _ . #'" %
or non-printable characters

Name den02scy.us.oracle.com-Derivedimg

If you utilize the log delivery service 1o receive copies of your edge server logs, add log delivery for this CP Code by going to Configure > Log Delivery. To ensure
log capture you must complete this step before activating the new CP Code on production,

Cancel

27. Click Save at the top or bottom of the Property Manager Editor page.

28. Once ready for activation, click on the Activate tab. Each property file is versioned, and you can only overwrite the highest

version that is not activated.

tier3-176a.bigmachines.com v1

Edit Activate /

Compare Version Edit New Varsion

v Property Version Information

Property Manager Editor Back to Property

?

29. Activate the property in the Staging Network by clicking on Activate v1 on Staging.

Property Manager Activate Back o Propanty

tier3-176a.bigmachines.com v1

Edit Activate
Staging Network Production Network
There is no active version There is no active version

e

Activation History

30. (Optional) Add notes as desired.

Oracle CPQ with Akamai Integration Guide
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31. Click Activate. A confirmation message displays.

Edit Activate

Staging Network /

0 Your configuration was activated successfully

v1is Active
Activated on Sep 13, 2019
View Details

Test this version (v1) | @

32. Test the site in the staging environment. See Testing in Staging Environment. Once all the tests are successful, then proceed
to activate the property in production.

Testing in Staging Environment

When you activate a property to the staging environment, Akamai deploys the property file to its staging network. The staging
network can be identified by replacing <hostname>.edgekey.net with <hostname>.edgekey-staging.net.

For example: if the edge hostname is vanity-domain.mySite.com.edgekey.net, then the staging network will be located at vanity-
domain.mySite.com.edgekey-staging.net.

Follow the steps described below.

1. In a Windows command window, enter nslookup <hostname>.edgekey-staging.net. The IP Address returned here is an
Akamai Staging Network edge server that will have the new configuration deployed.

Example:

nslookup vanity-domain.mySite.com.edgekey-staging.net

Non-authoritative answer:

Name: e36883.dscb.akamaiedge-staging.net

Addresses: 2600:1407:21:383::9013
2600:1407:21:380::9013

23.50.52.35
23.50.52.32
Aliases: vanity-domain.mySite.com.edgekey-staging.net
Address: 23.206.156.158 <====== Resolved Staging Edge Server
2. Create a new /etc/hosts entry on your local server/workstation, for example:

23.206.156.158 vanity-domain.mySite.com.edgekey-staging.net.
EDIT HOSTS FILE

Windows 7 or higher:

—_

Click Start -> All Programs -> Accessories

Right-click Notepad and select Run as administrator.

Click Continue on the "Windows needs your permission" UAC window.
When Notepad opens, click File -> Open

In the filename field, type C:\Windows\System32\Drivers\etc\hosts.

Click Open.

o v A WN
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7. Add the line specified on step 2 above.

8. Save and Exit.

MAC/Linux

—_

Open a terminal.

Type sudo vi /etc/hosts.

Enter required password.

2
3
4. Add the line specified on step 2 above.
5

Save and Exit (:wq).

DNS Change

1. Add a new CNAME record to the hostname DNS entry, to point the vanity domain name to the Akamai edge server that is
configured in the property.

Example: vanity-domain.mySite.com CNAME to vanity-domain.mySite.com.edgekey.net

2. Runadig command to verify the DNS routing.

PURGING AKAMAI CACHE

Akamai cache needs to be cleared whenever a property is activated.

To purge Akamai cache, perform the following steps:

1. In the Akamai Control Center, navigate to = = Purge cache. The Fast Purge page opens.

AowN

Select CP Codes for Purge content by.

In the search field, enter the hostname to filter the list.

Click in the Select All check box to select all CP Codes from the filtered list.

Fast Purge

O URLs

() Cache Tags

x@, tier3-176a.
CP Code

889561

a

889562

(<] <]

889563

889564

a

With Fast Purge you can refresh your cached content across Akamai's network in just a few seconds.

Purge content by:
@ CPCodes #—

() Cache-Keys [ ARLs | Advanced |
() Directory and Extensions | Advanced | i

——

Purging all objects for a CP code can increase load on your origin server, as objects are fetched from the origin.

Description
tier3-176a.bigmachines.com
tier3-176a_bigmachines.com
tier3-176a_bigmachines.com IM PRISTINE

tier3-176a.bigmachines.com IM DERIVATIVE

2]

Automate Fast Purge via AP1 / CL

5. Depending on the need, set the Current Network to either Production or Staging.

6. Set the Purge Method to Invalidate.

Oracle CPQ with Akamai Integration Guide
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7. Click Submit Purge. This action will take a couple of seconds to complete.

Current Network @

Purge Method ©

=
ey —

DEACTIVATION AND ACTIVATION OF PROPERTY

To deactivate or activate a property, perform the following steps:
1. Hover over the property to be deactivated/activated in the Property Group page.
2. Click the gear icon in the Action column.

3. Click on the Activate or Deactivate action.

Manage Versions and Activations
Version History Activation History
Type Version Based On Last Edited Author Notes Staging
gowtham.srid-
O Version 4 Version 3 Sep 13, 2019 haran@oracle.- Inactive
com
gowtham.srid-
2] Version 3 Version 2 Sep 12, 2019 haran@oracle.-  Invalid domain ssl Deactivated
com
gowtham.srid-
D Version 2 Version 1 Sep 12, 2019 haran@oracie.- Testing SSL Verfication Deactivated
com
gowtham.snid-
Cts) Version 1 = Sep 12, 2019 haran@oracie.- Active
com
Property Actions
Schedule Event Open Support Case
A O

Whenever the static content changes in the CPQ Site, the Akamai will refresh its cache based on the rule “Static Content” in the

=

Production Actions

Inactive

Inactive

Inactive

Inactive fe 28

View
Review
Test This Staging Version

Edit New Version

Activate /
Deactivate Staging

Compare
View XML
Downiload XML

Compare XML

ol

Akamai property. Currently it will refresh after one day. If cache needs to refresh sooner, then it needs to be purged manually. Refer

to_Purging Akamai Cache.

The static content can change in many ways. Below are example scenarios:
e (CPQ Admins can change the static content.
e A fix/patch can be applied.

e The Site can be upgraded during the release window.

Oracle CPQ with Akamai Integration Guide
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TROUBLESHOOTING

If the Akamai setup causes an issue, the Akamai server will send an error string. Use this string as a starting point for troubleshooting.
For example, end users/clients will see errors similar to: Reference #9.6f321cb8.1568339219.1181952b.

To troubleshoot Akamai error strings, perform the following steps:

1. Copy the Reference # fro

2. Inthe Akamai Control Center, navigate to = - Support - Diagnostic Tools. The Diagnostic Tools page opens.

Q Filter all s

CTOUTTOactS

Control Center

SLA tests

Marketplace

/? SUPPORT
Documentation
Diagnostic tools
Support chat
Supportc
Contac pport

Akamai Communit

m the error page.

rts

lerts - Origin Access Denied (H

Identify, analyze, and

troubleshoot common content | Cleared
delivery network issues that
your users may encounter. ased upon your criteria.

Learn more

Also known as: IP, EdgeScape,
domain, dig, network, mtr,
translate, Akamaized, Error
String, Request Content, curl,
logs, grep, Debug URL, Error
Statistics, GTM, Flash
Debugger

3. Click Translate Error String under Service Debugging Tools.

Diagnostic Tools

Network Debugging Tools

te learn more about that tool,

Get Domain Details (DIG)

Usae this sat of tools to debug any network related Issues. Hover over each tool name

View User IP Details

Diagnostic tools are resources to identify, analyze, and troubleshoot common content delivery network issues on your own.

Service Debugging Tools

Usa this set of tools to debug any Akamal service related issues. Hover over each
tool name to leam more about that tool

Translate an Akamaized URL

4. Past the error number (only include the string that follows the #) that was copied in step 1into the Error string field.

5. Click Submit.

Tools

Network Debugging Tools

Get User IP Details

View User IP Details

Verify Akamai IP

Locate IP

Network and Service Debugging Tools

Translate Error String

Retumn to Diagnostic Tools

This tool uses the error string from the reference number to fetch a summary and log information for the error

that occurred in the original request.

For example: Reference #9.6(64d440.1318965461.2f2b078

Error string | 9.6f321cb8.1568339219.1181952b4

%

?

Results are shown in Summary and Error Logs tabs that you can use for analysis.

Oracle CPQ with Akamai Integration Guide
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6. Click Download Results to save a local copy of the results.

Results

Summary Error Logs

Summary

URL Accessed by Client: hitps:/itier3-176a.bigmachines.com/v2Z_0/receiver/fcommerce/test
HTTP Response Served: 503
Date & Time: Thu, Sep 12, 2019 22:33 GMT
Epoch Time: 1568327603
Client IP:  50.198.160.83 (TROUTDALE,OR,US)
Connecting IP:  23.50.49.37 (SANJOSE,CA,US)
Edge server IP:  23.50.53.38 (NEWYORK,NY,US)
Origin Hostname: tier3-176a.bigmachines.com
Origin IP:  205.219.85.86 (CHICAGO,IL,US)
User Agent: PostmanRuntime/7.15.2
Client Request Method: POST

Reason for Failure: ERR_FWD_SSL_HANDSHAKE
WAF Details:

/|

Download Results

LOG DELIVERY SERVICE

The Akamai Log Delivery Service (LDS) provides server logs through log delivery service.

Akamai’s infrastructure is constantly gathering log entries from thousands of edge servers around the world. LDS creates a copy of

these logs and delivers them based on a predetermined schedule.
Note: Log delivery usually takes a day or two from the date of setup.

To set up the Akamai Log Delivery Service, perform the following steps:

1. Inthe Akamai Control Center, navigate to = = Common Services = Log delivery.

Your services

Focus: All

Create, view and update
scheduled log deliveries.
Leam more

Also known as: Log Delivery

Service, LDS

2. Click in the filter in the Delivery tab of the in the Log Delivery Service page.

Oracle CPQ with Akamai Integration Guide
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3.

4.

® N o

9.

Enter a CP Code to filter.

Log delivery service

To start a server logs delivery for an object 1D, choose the appropriate Stort o fog defivery action
To modify a log delivery configuration, choose the appropriste Chonge settings action.
To create a log redelivery request, go to the Redelivery tab.

Delivery Redelivery

All report status

Q ver3-176abig (% — Viewby | CPCode

@ Help

In the Action column, click on -:- - Start a log delivery = New. The Step 1: Create a Configuration — Log configuration page

opens.

All report status

Q, tier3-176abig (%) Viewby | CP Code

Object ID Products Delivery Status
889561 - tier3-176a.bigmachines.co... lon Premier
889563 - tier3-176a.bigmachines.co... lon Premier

New

889564 - tier3-176a.bigmachines.co... lon Premier Copy

889562 - tier3-176a.bigmachines.co... lon Premier Start alog delivery »

Bulk copy

Action

Enter the date from when log entries need to be captured in the Start date field.
Select the Indefinite end date checkbox.

Select combined in the Log Format drop-down.

Enter a string to be the first token in the log filename, such as the domain name, for the Log Identifier String. For Pristine

and Derived, use <domainname>-Pristinelmg, <domainname>-Derivedlmg respectively.

Select Aggregate by log arrival time for the Aggregate Type.

10. Select the frequency desired from the Delivery frequency drop-down. Every 1hour is a good selection to start with.

Oracle CPQ with Akamai Integration Guide
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1.

12.
13.
14.
15.
16.

17.
18.

19.

Click Next. Step 2: Create a Configuration - Delivery page opens.

Create a configuration for: 889561 - tier3-176a.bigmachines.com X

LOG CONFIGURATION

Log configuration

Log details /

Start date ‘ 09/24/2019 @|

Indefinite end date

Log format ‘ combined  * v |
Logidentifier string ‘ tier3 176a & | This string will be the first token of the log filename. For
= example, if the identifier string is acme, the log filename is in the
format: acme_l.w3c_S5.200301019993-9999-0.gpg.
Aggregation /
Type @® Aggregate by log arrival time This option allows you to receive log data in the order that it

= arrives from the edge servers. This is the fastest way to get log.

Delivery frequency | Every 1 hour W data, butitis more difficult to process. For example, a delivery

that covers a 24-hour period will usually contain some data from

O Aggregate by hit time the previous several days.

Select FTP for the Delivery Type.

Enter <your SFTP server> in the Machine field.
Enter <your SFTP username> in the Login field.
Enter < your SFTP password> in the Password field.

Enter the directory for the logs, such as akamai_logs/<hostname>/ in the Directory field. Ensure the directory structure
accurately indicates the hostname for the relevant logs.

Select the Secure via Secure FTP checkbox.

Select 2 MB (approx. 12 MB uncompressed logs) in the Approximate message size drop-down. You may increase the size, if

necessary.

Select GZIP in the Encoding drop-down.

20. Click Next. The Step 3: Create a configuration — Contact Details page opens.

LOG CONFIGURATION DELIVERY
Delivery
Log delivery
Type @ FTP
Machine ‘ SFTP.MySite.com |
Login ‘ MyLogin |
Passward sesessss |
Directory ‘ akamai_logs/domainName/ | To save logs in the FTP user's default directory,
leave the directory field blank.
Send via Secure FTP
(O Akamai NetStorage 4
() Email
Approximate message | 2 MB (approx. 12 MB uncompressed logs) ~ |
size
Encoding | GZIP v |
==
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21. Enter the email addresses for delivery of the logs. The specified email accounts will also receive alerts if logs are not
delivered.

22. Click Finish.

Contact details

delimited by commas.

O——0

LOG CONFIGURATION DELIVERY CONTACT DETAILS

IFwie can't deliver the log files, we will send an email alert to the contact listed below. Make sure that this email address is checked on a daily basis. You may provide multiple addresses,

yd

Email address(es) | myemail@oracle.com =

P

e
=

23. Navigate back to the Log delivery service and confirm that the status is Active.

Log delivery service

Delivery Redelivery

To start a server logs delivery for an object ID, choose the appropriate Start a log delivery action.
To modify a log delivery configuration, choose the appropriate Change settings action,
To create a log redelivery request, go to the Redelivery tab.

All report status

Q. cpg-non ()
Object ID Prodtcts Delivery
866319 - cpg-nonprod.oracle.com lon Premier SFTPU

@ Help

Bulk copy
Viewby | CP Code A |
Status :/ Action

Active

24. Repeat these steps for the other two CP Codes (Pristinelmg and Derivedimg) with the appropriate log identifier strings.
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